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	1. Scope of the policy


This policy applies to paid staff, trustees and volunteers.

	2. Introduction


Purpose of policy

The purpose of this policy is to enable The Millin Charity to

· comply with the law in respect of the data it holds about individuals

· follow good practice

· protect The Millin Charity’s service users, staff, volunteers and other individuals

· protect the organisation from the consequences of a breach of its responsibilities
Brief introduction to General Data Protection Regulations 2018 
The General Data Protection Regulations 2018 regulates the processing of information relating to living and identifiable individuals (data subjects). This includes the obtaining, holding, using or disclosing of such information, and covers computerised records as well as manual filing systems and card indexes.
Data protection principles

Data users must comply with the data protection principles of good practice which underpin the General Data Protection Regulations and best practice for Information Governance.  
Personal data must be

· obtained and processed fairly and lawfully

· held only for specified purpose

· adequate, relevant and not excessive

· accurate and up to date

· not kept longer than necessary

· processed in accordance with the Regulations 

· kept secure and protected

· not transferred to countries without adequate data protection 
Types of information covered by this policy

The Millin Charity holds the following information:

· Organisational information – publicly available information about organisations and some confidential information

· Personal information – information held about clients, staff and volunteers such as names, addresses, job titles

· Sensitive personal information – information held about clients, staff and volunteers such as date of birth, ethnic background, gender, disability information, sexual orientation, marital status, residency status, religion
Information about organisations is not covered by the General Data Protection Regulations. However, there is sometimes ambiguity about whether certain information is personal or organisational, for example the contact details for a developing organisation might be someone’s home address or personal email address. The Millin Charity strives for best practice. For these reasons organisational information is covered by this policy.
Personal data

This policy applies to information relating to identifiable individuals, even where it is technically outside the scope of the General Data Protection Regulations, by virtue of not meeting the strict definition of “data” in the Regulations.

Key risks

The Millin Charity has identified the following potential key risks, which this policy is designed to address
· breach of confidentiality (information being given out inappropriately)
· insufficient clarity about the range of uses to which data will be put – leading to Data Subjects being insufficiently informed
· failure to offer choice about data use when appropriate
· breach of security by allowing unauthorised access
· failure to establish efficient systems of managing changes to our staff and volunteers, leading to personal data being not up to date
· harm to individuals if personal data is not up to date
· insufficient clarity and failure to offer choice about how personal data of staff and volunteers and others is used
· data protection issues in partnerships and other collaborative relationships
· data protection issues in relation to contractors and other external bodies
· data processor contracts
	3. Policy statement


The Millin Charity will
· comply with both the law and good practice

· respect individuals’ rights

· be open and honest with individuals whose data is held

· provide training and support for staff and volunteers who handle personal data, so that they can act confidently and consistently

The Millin Charity recognises that its first priority under the General Data Protection Regulations is to avoid causing harm to individuals.  In the main this means

· keeping information securely in the right hands, and

· holding good quality information

Secondly, the Regulations aim to ensure that the legitimate concerns of individuals about the ways in which their data may be used are taken into account.  In addition to being open and transparent, The Millin Charity will seek to give individuals as much choice as is possible and reasonable over what data is held and how it is used.

	4. Responsibilities 


Trustees 

The board of trustees recognises its overall responsibility for ensuring that The Millin Charity complies with its legal obligations.

Data Protection Officer

The Data Protection Officer is currently the Chief Executive, with the following responsibilities

· briefing the Board on data protection responsibilities

· reviewing data protection and related policies

· advising other staff on data protection issues

· ensuring that data protection induction and training takes place
· reporting data breaches to the Information Commissioners Office
· handling subject access requests

· approving unusual or controversial disclosures of personal data

· approving contracts with data processors

The Millin Charity Core Staff Team
The Millin Charity Core Staff Team is responsible for managing the ICT systems internally and to ensure it is kept secure. 

The Millin Charity is responsible for drawing up its own operational procedures (including induction and training) to ensure that good data protection and information governance practice is established and followed.

All staff, external service providers and volunteers are required to read, understand and accept any policies and procedures that relate to the personal and organisational data they may handle in the course of their work.

Enforcement

Significant breaches of this policy will be handled under the The Millin Charity disciplinary procedures.

	5. Confidentiality


Scope

Because confidentiality applies to a much wider range of information than data protection and information governance, The Millin Charity has a separate confidentiality policy.

Communication with Data Subjects

The Millin Charity will have a privacy statement for Data Subjects, setting out how their information will be used. This will be available on request, and a version of the statement will also be used on the The Millin Charity website.  

Communication with Staff

Staff, Trustees, External Providers and volunteers will be required to sign a short statement indicating that they have been made aware of their confidentiality responsibilities.  
Authorisation for disclosures not directly related to the reason why data is held

Where anyone within The Millin Charity feels that it would be appropriate to disclose information in a way contrary to the confidentiality policy, or where an official disclosure request is received, this will only be done with the authorisation of the Chief Executive Officer. All such disclosures will be documented.

	6. Security


Scope

This section of the policy only addresses security issues relating to personal data.

Specific risks

The Millin Charity has identified the following risks:

· protecting data while it is in transit

· staff, external service providers and volunteers with access to personal information could misuse it
· poor web site security might give a means of access to information about individuals once individual details are made accessible on line
· staff, external service providers or volunteers may be tricked into giving away information, either about service users, supporters or colleagues, especially over the phone
· unauthorised access by staff, external service providers and volunteers while working and no longer working for The Millin Charity
Security measures
· If in transit with sensitive and confidential paper records staff, external service providers and volunteers must: 

· Never take the only copy with them if it is practical to make and retain a duplicate or copied on the system. Staff, external service providers and volunteers must assess the impact of loss of the original and make a copy if that impact is unacceptable 

· Take only as much information as necessary and only for as long as necessary 

· Transfer information back to its normally secure location as soon as possible

· Take all reasonable precautions to keep records safe and secure 
· Access to data, information and files is defined by job role, and controlled through passwords. 
· Take all reasonable precautions to keep memory sticks safe and secure. 
· Training is provided on database use to reinforce confidentiality and data protection.

Back up

The Millin Charity uses cloud-based systems including Box and Lamplight to store data, information and files.  
Sending and receiving confidential information by email
Care will be taken when sending confidential information by email to ensure its security. Confidential information is not sent by unsecure email. Secure email addresses will be used where available. All email accounts of The Millin Charity staff and volunteers are protected through passwords.
	7. Data recording and storage


Accuracy

The Millin Charity holds data in cloud-based databases and storage systems to help us deliver our activities and manage the organisation.
The Millin Charity will regularly review its procedures for ensuring that its records remain accurate and consistent and, in particular
· ICT systems will be designed, where possible, to encourage and facilitate the entry of accurate data
· data on any individual will be held in as few places as necessary, and all staff and volunteers will be discouraged from establishing unnecessary additional data sets
· effective procedures will be in place so that all relevant systems are updated when information about any individual changes
· staff or volunteers who keep more detailed information about individuals will be given additional guidance on accuracy in record keeping
Updating

The Millin Charity regularly housekeeps and reviews the data kept.
Retention periods

The Millin Charity will establish retention periods for at least the following categories of data
· The Millin Charity service users – 7 years from date of registration 
· The Millin Charity staff – 7 years from end of employment
· The Millin Charity volunteers – 7 years from end of volunteering
· The Millin Charity External Service Providers – 7 years from end of service
· The Millin Charity trustees – 7 years from end of service

· Recruitment when applicants are successful – 7 years from end of employment

· Recruitment when applicants are unsuccessful – 1 year from date of application submission 

Archiving

Archived paper records of data subjects are stored securely in locked filing cabinets and stored until retention period ends.  
Disposal 

Hard records of data subjects will be securely shredded, and all electronic files deleted & removed from all databases once they have reached the end of the retention period. Records of file type and dates will be recorded to evidence deletion. 
	8. Data breach 


Scope

This section of the policy only addresses issues relating to a personal data breach.
Guidelines

It is mandatory to report a personal data breach to the Information Commissioners Office under the General Data Protection Regulations if it’s likely to result in a risk to people’s rights and freedoms. The thresholds to determine whether an incident needs to be reported depends on the risk it poses to people involved. 

Incidents that The Millin Charity may face that constitute a data breach: 

· Staff, external service providers or volunteers losing data in transit

· Staff, external service providers or volunteers with access to personal information mis-using it  

· staff tricked into giving away information, either about service users or colleagues, especially over the phone

· staff, external service providers or volunteers accidently sending personal information to the wrong person, especially by email  

· The Millin Charity systems hacked and personal information falling into other people’s hands or made accessible online
· unauthorised access by staff, external service providers and volunteers while working and no longer working for The Millin Charity
A data breach has a potential of people and The Millin Charity suffering significant detrimental effect, for example, discrimination, damage to reputation, financial loss, or any other significant economic and social disadvantage.   

Process

1. You should report a data breach immediately to the Chief Executive Officer 
2. The Chief Executive Officer should inform the Information Commissioners Office within 72 hours of The Millin Charity becoming aware of the data breach even if they are not aware of all the details at this stage  

3. Reporting needs to be open and honest without undue delay – tell it all, tell it fast, tell the truth 
	9. Subject access


Responsibility

Any data subject access requests will be handled by the Chief Executive Officer and dealt with within one month of the request. 
Procedure for making request

Subject access requests must be in writing or electronically.  All staff, external service providers and volunteers are required to pass on anything which might be a subject access request to the Chief Executive Officer. 
All those making a subject access request will be asked to identify anyone else who may also hold information about them, so that this data can be retrieved.

The Millin Charity has produced a form to facilitate this process.
Provision for verifying identity

Where the individual making a subject access request is not personally known to the Chief Executive Officer their identity will be verified before handing over any information.

Charging
We will provide information free of charge. 

However, we will charge a reasonable fee when a request is manifestly unfounded or excessive, particularly if it is repetitive. We will also charge a reasonable fee to comply with requests for further copies of the same information.  
Procedure for granting access

The required information will be provided in permanent form by letter or email unless the applicant makes a specific request to be given supervised access in person.

	10. Transparency


Commitment

The Millin Charity is committed to ensuring that in principle Data Subjects are aware that their data is being processed and
· for what purpose it is being processed;

· what types of disclosure are likely; 
· how long we will hold the information; and

· how to exercise their rights in relation to the data

Procedure

Data Subjects will generally be informed in the following ways

· Staff:  Staff induction and Employee Privacy Notice 
· Volunteers: Volunteer induction, Volunteer Handbook and Volunteer Privacy Notice 

· Trustees: Trustee induction and Trustee Privacy Notice
· The Millin Charity service users: Service user Privacy Notice will be made available at registration and at all enrolment sessions.  

· The Millin Charity external service providers: External Service Provider Agreement and Privacy Notice

· The Millin Charity Mailing List Contacts: when they sign up to join The Mailing list on paper or by phone, they will have access to the Contacting You Privacy Notice. When they sign up to join the Mailing List online, this will be done via Mailchimp and they will have access to The Millin Charity’s Mailchimp Privacy Notice. 
All Privacy Notices will be available on The Millin Charity website. 
Whenever data is collected, the number of mandatory fields will be kept to a minimum and Data Subjects will be informed which fields are mandatory and why.

	11. Consent


Underlying principles

Consent will normally not be sought for most processing of information about staff, with the following exceptions
· staff details will only be disclosed for purposes unrelated to their work for The Millin Charity (eg financial references) with their consent
· staff working from home, will be given the choice over which contact details are to be made public
Information about volunteers will be made public according to their role, and consent will be sought for (a) the means of contact they prefer to be made public, and (b) any publication of information which is not essential for their role.

Information about members and service users will only be made public with their consent.  (This includes photographs).
“Sensitive” data about members and service users (including health information) will be held only with the knowledge and explicit consent of the individual.

Forms of consent

Consent will be written with the data subject signing to confirm The Millin Charity can process their data.   
Opting in 
A person has to opt in for The Millin Charity to use their data. If a person does not opt in The Millin Charity cannot use their data.   
Withdrawing consent

The organisation acknowledges that, once given, consent can be withdrawn, but not retrospectively.  There may be occasions where the organisation has no choice but to retain data for a certain length of time, even though consent for using it has been withdrawn.

	12. Direct marketing


Underlying principles

The Millin Charity will treat the following direct communication with individuals as marketing:
· Information on courses and services delivered by and in partnership with the Millin Charity 
· The Millin Charity Newsletter
· News and updates 
· Fundraising campaigns 
· Job adverts and volunteer opportunities 
· Information about local services, projects and organisations 
· Products and services for sale by The Millin Charity 
Opting out

Whenever data is first collected which might be used for any marketing purpose, this purpose will be made clear, and the Data Subject will be given a clear opt out.  If it is not possible to give a range of options, any opt-out which is exercised will apply to all THE MILLIN CHARITY marketing.

Electronic contact

The Millin Charity will only carry out telephone or email marketing where consent has been given in advance.  Our initial ‘Contacting You’ form, Mailchimp Sign up Form and ‘Mailing List’ slips check whether data subjects are happy to be contacted by email or telephone. 
Whenever email addresses are collected, any future use for marketing will be identified, and the provision of the address made optional.

	13. Staff training and acceptance of responsibilities


Documentation

Information about data protection for staff is contained in the staff handbook.

Other related policies

This policy should also be read in conjunction with:

· confidentiality policy

· whistleblowing policy

· ICT in The Millin Charity handbook

· recruitment and selection guidelines and systems
Induction

All staff who have access to any kind of personal data will have their responsibilities in relation to data protection and information governance outlined during their induction procedures.

Data protection and information governance will be included in training for volunteers and staff.

Continuing training

The Millin Charity will provide opportunities for staff to explore data protection issues through training, team meetings and supervisions.

Procedure for staff signifying acceptance of policy

The Millin Charity staff, volunteers and trustees will be required to sign a form during their induction period to confirm they have read and understood the Data Protection Policy, including information governance.  
	14. Definitions of terms


Data
Information held on computer or, in many case, on paper (including photographs, video material).
Data Controller
The Data Controller is the legal person or organisation responsible for complying with the General Data Protection Regulations ie responsible for how and why personal data is used. 

Data Processor
An organisation or individual to whom data processing has been outsourced. When work is outsourced, which involves the contracting organisation in having access to personal data; there must be a suitable written contract in place, paying particular attention to security. The Data Controller remains responsible for any breach of data protection brought about by the Data Processor.

Data Subject
An individual about whom personal data is held.

Data Privacy Notice
Information for a Data Subject telling them in a clear and transparent way the legal basis for the Data Controller to hold their data, how we will use the data and how long the data will be held. 

Direct marketing
The communication (by whatever means) of any advertising or marketing material which is directed to particular individuals.
Personal data
Information about a living individual who is identifiable from the data held on them by a Data Controller. 

Processing
Any use of personal data, including obtaining, storing, using, disclosing or destroying.

Record

A set of information about one individual.
Subject access
The right of an individual to have a copy of the information a Data Controller holds about them
Third party
This refers either to the fact that the data is about someone else other than the Data Subject or someone other than the Data Subject is the source. 

	Appendix one – Privacy Notice for Participants Registering to access The Millin Charity Services 


	How will The Millin Charity use this data? 
The Millin Charity Database 
· The information that we collect on this form will be entered into The Millin Charity’s secured database and will be used to monitor and evaluate The Millin Charity’s services. The Millin Charity will create an individual profile for you, safely storing your data. As you start to use The Millin Charity, we will add to your profile your course attendances, support you receive, updates you tell us, referrals to other organisations and any course feedback you give us. 

Monitoring services

· To monitor the progress of our service users, we ask questions about your situation which will be used to show us how you have progressed since joining The Millin Charity. 

· The data you have provided will help us to monitor the impact of our services for internal reports and when required to share with our funders and sponsors. Any data that we use to report to 3rd parties (i.e funders) will be anonymised unless written  permission has been given by the individual. 

· The data we collect will help us to understand the demographic of our service users and will be used to enable us to put in place appropriate services. 

Registering with Gateshead Services 
· If you are registering to join The Millin Charity services running in Gateshead, the information you provide us will be shared with Gateshead Council as part of our funding and monitoring requirements. Please see Gateshead Council’s Privacy Policy for full details; https://www.gateshead.gov.uk/article/8451/Privacy-notices 


	Registering with courses funded by the European Regional Development Fund (ERDF) 

· If you enrol on courses funded by ERDF funding, you will be asked to complete the relevant registration forms allowing us to share your personal data with this funder for monitoring purposes. This might also include sharing copies of certificates and photos. You will also be required to provide relevant ID which will be photocopied and processed by The Millin Charity and shared with the funder along with your completed form. 

Equal Opportunities Monitoring

· We collect personal information about you to help us to maintain equal opportunities best practice in line with Equal Opportunities Act 2010

How long will The Millin Charity keep this data? 

· The Millin Charity will keep this data for no longer than 7 years from the date given to us. 

· This data will then be safely deleted from The Millin Charity Database

Contacting you 

As a service user of The Millin Charity, we might need to contact you for a number of reasons; 

· Course reminders, changes and updates

· If we hear about courses, services or opportunities that we think you might be interested in

· to obtain or provide additional information

· to check our records are right 

· to check every now and then that you’re happy and satisfied with our services

Removing your information 

If you wish to have your information removed from The Millin Charity database, contact The Millin Charity directly. 

	By signing this form, I consent for my personal information to be processed by The Millin Charity for monitoring purposes as outlined in the Privacy Statement. I understand that my data can be removed at any time that I request.

	


Appendix two – Privacy Notice joining the Mailing List  
CONTACTING YOU PRIVACY NOTICE 
Your Contact Information
The information you give us on the ‘Contacting You’ Form will be entered into The Millin Charity’s secure database and will be used to contact you as requested. 
We don't rent or trade contact information with other organisations and businesses.
Your information will remain on our databases until you request to be removed from our Contact List. 
Joining The Mailing List 
If you have requested to be added to the mailing list via email, your name and email address will also be added to our separate email database provided by a third party provided, MailChimp. 
Mailchimp enables us to gather statistics around email opening and clicks using industry standard technologies to help us monitor and improve our e-newsletter. 
You can change your mind at any time by clicking the unsubscribe link in the footer of any email you receive from us, or by contacting us at info@themillincharity.co.uk. We will treat your information with respect. By Completing the Mailing List section of the ‘Contacting You’ Form, you agree that we may process your information in accordance with these terms. Please see the Mail Chimp Privacy Policy for more information; https://mailchimp.com/legal/privacy/ 
Contacting you by Email 
If you have requested to be contacted via email, you will be contacted directly by a member of The Millin Charity team with the information you have requested to hear about, and where applicable, through our mailchimp account which allows us to send out mailers with course information, news and updates.  
Contacting you by Phone
If you have requested to be contacted by phone, a member of The Millin Charity team will contact you directly we might send you texts or telephone you to tell you about the information you’ve requested to hear about. 
Contacting you by Post 
If you have requested to be contacted by post, we will send you any information you have requested to hear about using the Royal Mail Postal Service. 
Contacting you by Facebook
We use our facebook accounts to keep in touch with members who find facebook the most convenient method of communication. If this applies to you, make sure you let us know above. 
Unsubscribing from The Millin Charity Mailing List 
You can unsubscribe from The Millin Charity Database by;
· Contacting The Millin Charity directly and asking for your contact information to be removed
· Clicking the unsubscribe link at the bottom of our Mailer  
How long will The Millin Charity keep this data? 

· The Millin Charity will keep this data for no longer than 7 years from the date given to us. 
This data will then be safely deleted from The Millin Charity Database
	Appendix three  – confidentiality statement for staff, volunteers and external service providers including tutors 


When working for The Millin Charity, you will often need to have access to confidential information which may include, for example
· personal information about individuals who are members, users of our services or otherwise involved in the activities organised by The Millin Charity
· information about the internal business of The Millin Charity
· personal information about colleagues working for The Millin Charity
The Millin Charity is committed to keeping this information confidential to protect people and The Millin Charity itself.  ‘Confidential’ means that all access to information must be on a need to know and properly authorised basis.  You must use only the information you have been authorised to use, and for purposes that have been authorised.  You should also be aware that under the General Data Protection Regulations, unauthorised access to data about individuals is a criminal offence.

You must assume that information is confidential unless you know that it is intended by The Millin Charity to be made public, for example case studies where consent has been given. Passing information between The Millin Charity and a mailing house, or vice versa does not count as making it public, but passing information to another organisation does count.  You can share information about organisations where this information is already in the public realm, for example registered charities, but you should still be careful about information that can be linked to individuals (staff, volunteers, trustees and users) connected with organisations.  This is also in line with the Information Governance requirements of the NHS. 
You must also be particularly careful not to disclose confidential information to unauthorised people or cause a breach of security.  In particular you must:

· not compromise or seek to evade security measures (including computer passwords)
· be particularly careful when sending information outside the office
· not gossip about confidential information, either with colleagues or people outside The Millin Charity 
· not disclose information — especially over the telephone — unless you are sure that you know who you are disclosing it to, and that they are authorised 

If you are in doubt about whether to disclose information or not, do not guess.  Withhold the information while you check with an appropriate person whether the disclosure is appropriate.

Your confidentiality obligations continue to apply indefinitely after you have stopped working for The Millin Charity.

I have read and understand the above statement.  I accept my responsibilities regarding confidentiality.

Signed:





Date:

	Appendix four – GDPR subject access request form



The Millin Charity
General Data Protection Regulation subject access request form

Subject access request (2018 General Data Protection Regulation)

You are entitled to see most of the information we hold about you. If you want to see it, please fill in this form and hand it in to the office.

	Your name

	Your address

	
	Postcode 

	Telephone number (if you wish)  

	Email address (if you wish)  


Please tick if you have ever been

	
	an employee
	
	a volunteer
	
	a client/used our services


If you have not ticked any of the above, please tell us of any reason why you think we might have information about you

	


If we may have known you under a different name, please tell us here

	


If you are only interested in particular information, please say what it is

	


I want to see the records you hold on me. 

	Signed 
	Date


Please note

· If the address you give above does not match the one in our records, we may have to ask you for additional identification.

· If you are not the data subject (the person the information is about), we will need evidence that you are authorised to act for the subject.

· We will reply within one month of receipt. If you have asked for a copy of the information, we will send it to the address you have given above.

· We have information about members of our organisation, staff, volunteers, clients and people we think might be interested in our work. We do not keep this information once we no longer need it, so if you were in touch with us sometime ago we may no longer have any information about you.
· We will provide everything we have about you, except that we may be allowed to hold back information which is also about, or which identifies someone else.  
	Appendix five – data privacy notices 


When requesting personal data from a Data Subject (staff, trustee, volunteer, service user, client, group or organisation) all staff are to provide the individual with a Data Privacy Notice. 

The Data Privacy Notice outlines the legal basis for the Data Controller to hold their data, how the data will be used and how long the data will be held. 

Data Privacy Notices exist for: 

· Joining the Mailing List
· Registering with The Millin Charity as a service user

· External Service Providers 
· The Millin Charity Staff, trustees and volunteers. 

Internal use


Date received�
�
�
Date completed�
�
�
Staff name�
�
�









C:\Users\User\Box Sync\The Millin Charity\GDPR May 2018\Millin Charity Privacy Policy May 2018\Data protection policy .doc Page 1 of 27 

